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SMART CHANGE STARTS HERE.

THE GENERAL DATA

PROTECTION REGULATION
HELPING OUR CUSTOMERS
WITH GDPR COMPLIANCE
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INTRODUCING UNIFLOW

As a secure print management solution, uniFLOW can be configured to affect a form of

pseudonymisation by masking print job and file names to be generic, helping reduce the
vulnerability of a print workflow of being compromised.

There are eight key articles of the GDPR that organizations of all types should be concerned about:

* ARTICLE 7: Conditions for Consent * ARTICLE 20: Right to Data Portability

* ARTICLE 15: Right of Access by the Data Subject * ARTICLE 25: Data Protection by Design and Default

* ARTICLE 16: Right to Rectification * ARTICLE 32: Security of Personal Data

* ARTICLE 17: Right to Erasure * ARTICLE 33: Notification of a Personal Data Breach

to the Supervisory Authority
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uniFLOW Features

ARTICLE 15: When a user submits a right to access request, an administrator can simply run off a report
Right of Access by via a command line in order to access any user data stored in uniFLOW. All user data from
the Data Subject the database is automatically compiled together in an XML file—the file's format must be
machine readable by law—which can then be provided to the user.
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ARTICLE 17: Canon's uniFLOW print management solution includes a command line feature with which
Right to Erasure personal data can be deleted from the uniFLOW server database. The script also runs

a check on the user data to prove to the user that the “right to be forgotten” has been
conducted properly.

Additionally, uniFLOW's secure Pull Printing helps to alleviate unattended printing of
documents that may contain personally identifiable information (PII) from lying around
exposed in printer trays.
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uniFLOW Features

ARTICLE 20: To help comply with this requirement, a controller's administrator can execute a script via a
Right to Data Portability command prompt to access and export the data subject’s Pll residing on the uniFLOW server.
ARTICLE 25: As a secure print management solution, uniFLOW can be configured to affect a form

Data Protection by of pseudonymisation by masking print job and file names to be generic, minimizing

Design and Default the vulnerability of a print workflow of being compromised.

uniFLOW Online, although a print management solution that is cloud based, does not store
the document data in the cloud; rather, the print data stream is spooled locally within

the user firewall. Only the accounting data is stored in the cloud for reporting and analytics.
Similar to uniFLOW on-premises, uniFLOW Online can also be configured to mask print

job and file names.
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Canon

CANON SOLUTIONS AMERICA

For more information, call or visit
1-800-815-4000 CSA.CANON.COM

Canon Solutions America does not provide legal counsel or regulatory compliance consultancy, including without limitation, 6DPR, Sarbanes-Oxley, HIPAA, GLBA, Check 21 or the USA Patriot Act. Each customer must have its own
qualified counsel determine the advisability of a particular solution as it relates to regulatory and statutory compliance. Canon products offer certain security features, yet many variables can impact the security of your devices and
data. Canon does not warrant that use of its features will prevent security issues. Nothing herein should be construed as legal or regulatory advice concerning applicable laws; customers must have their own qualified counsel determine
the feasibility of a solution as it relates to regulatory and statutory compliance. Some security features may impact functionality/performance; you may want to test these settings in your environment.
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Neither Canon Inc,, nor Canon U.S.A, Inc, nor Canon Solutions America represents or warrants any third-party product or feature referenced hereunder. Canon is a registered trademark of Canon Inc. in the United States and may also
be a registered trademark or trademark in other countries. All other referenced product names and marks are trademarks of their respective owners. Specifications and availability subject to change without notice. Not responsible for
typographical errors.
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